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MATTER SDK

githubTconnectedhomeipHM AFHENTLET,
https://github.com/project-chip/connectedhomeip/

¢ Documentation links

o lZpsk DeepWiki

e Matter SDK documentation page

o Matter SDK Coverage Report

Matter
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MATTER SDKOF®DZEPHYR

HDE 9, connectedhomeip®exampleld F%find
(./lighighting-app/zephyr_boards(3FhH<SElEND)
cNLMENnordich'zephyr GROR—-

$ find . -name zephyr -maxdepth U
find: warning: you have specified the global option -maxdepth after the argument -name, but global
ional, i.e., —-maxdepth affects tests specified before it as well as those specified after it. Ple:
ions before other arguments.
./lighting-app/silabs/zephyr o

./Lighting-app/realtek/zephyr Zephyr_bOOrdS(iiﬁﬂﬂ LT’T’( L

./lighting-app/zephyr_boards/build_frdm/zephyr

.fl::Lght::Lng—appfzephyr_boardsfrerjesasfzephyr 7 I\ U -—G: jTL',O) 'Ij' > 70)1/ ': (j: 7‘-& L \

./lighting-app/zephyr_boards/build/zephyr
./platform/nxp/zephyr
./platform/silabs/zephyr
./platform/realtek/zephyr

. /all-clusters-app/nxp/zephyr
.fthermostatfnxp!zephyr




MATTER SDKOF®DZEPHYR

$ find . —-name nrfconnect —-maxdepth U
find: warning: you have specified the global option -maxdepth after the argument —-name, but global options are not posit
ional, i.e., —maxdepth affects tests specified before it as well as those specified after it. Please specify global opt
ions before other arguments.
./lighting-app/nrfconnect
./platform/nrfconnect
./all-clusters—-app/nrfconnect
./all-clusters—minimal-app/nrfconnect
. /pump-app/nrfconnect
. /lock-app/nrfconnect
. /window-app/nrfconnect
. /common/pigweed/nrfconnect
./lit-icd-app/nrfconnect
./shell/nrfconnect
. /pump—-controller-app/nrfconnect
./chef/nrfconnect
./light—-switch-app/nrfconnect
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$ find . -name zephyr -maxdepth U
find: warning: you have specified the global option -maxdepth after the argument -name, but global
ional, i.e., —-maxdepth affects tests specified before it as well as those specified after it. Ple:
ions before other arguments.
./lighting-app/silabs/zephyr
./lighting-app/realtek/zephyr
./lighting-app/zephyr_boards/build_frdm/zephyr

./lighting-app/zephyr_boards/renesas/zephyr
./lighting-app/zephyr_boards/build/zephyr
./platform/nxp/zephyr
./platform/silabs/zephyr
./platform/realtek/zephyr

. /all-clusters-app/nxp/zephyr
.fthermostatfnxp!zephyr
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Nucleo H563/|
%, 5 A AZephyr(Zxtits L TLVSHHR— K TETHERNETAEIMET 5

Zephyr@R— FERBAR— 2
hitps://docs.zephyrproject.org/latest/boards/st/nucleo_h753zi/doc/index.html

I Hardware
Nucleo H753Z1

[ overview Nucleo H753Z] provides the following hardware components:

The STM32 Nucleo-144 boards offer combinations of
performance and power that provide an affordable and flexible

way for users to build prototypes and try out new concepts. For

e STM32H753Z1 in LQFP144 package
o ARM 32-bit Cortex-M7 CPU with FPU
e Chrom-ART Accelerator

compatible boards, the SMPS (Switched-Mode Power Supply)
significantly reduces power consumption in Run mode.

The Arduine-compatible ST Zio connector expands functionality
of the Nucleo open development platform, with a wide choice of

specialized Arduino* Uno V3 shields. ;
Nacleo H75321 * Hardware JPEG Codec
The STM32 Nucleo-144 board does not require any separate Name: nuclee h753z4
e oY ¥ S-S Vendor:  STiicroslectroics e 480 MHz max CPU frequency
Status: Maintained
The STM32 Nucleo-144 board comes with the STM32 Architecture:  arm e VDD from 1.62 Vto 3.6V
comprehensive free software libraries and examples available SaC: stm32h753x00
with the STM32Cube MCU Package. e 2 MB Flash
Key Features L

1 MB SRAM
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connectedhomeip/config/zephyr .... EJL FIZES 74 ILf=5

$

ls

Kconfig README.md

ota-image.cmake ota-image_sysbuild.cmake zephyr-util.cmake
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exampleD T Dzephyrzd{E > TWNEBA—hH—DH 2 TI)L

$ find

. —name zephyr -maxdepth U

find: warning: you have specified the global option -maxdepth after the argument —-name, but global
ional, i.e., —maxdepth affects tests spes’ ied before it as well as those specified after it. Pled

ilons before other arguments.
./lighting-app/silabs/zephyr
./lighting-app/realtek/zephyr
./lighting-app/zephyr_boards/build_frdm/zephyr
./lighting-app/zephyr_boards/renesas/zephyr
./lighting-app/zephyr_boards/build/zephyr
./platform/nxp/zephyr
./platform/silabs/zephyr
./platform/realtek/zephyr

. /all-clusters—app/nxp/zephyr

. /thermostat/nxp/zephyr

. /laundr

_hoZxdsE, ¥+ L&LS (+nrfconnect = NORDIC#)



M—T74>7 ~ EJLREKINETDIEDD ~

» zephyr_boardsT « LY k1) Z4ERk

- CMakelist.txt, Kconfig, prj. conf src/Z1ERk

- src/MDTFIZinclude/ ECH+D Y —RX O — I~ Z1ERk

£ 1ls src/

AppTask.cpp ZclCallbacks.cpp

s includeD TFIZTAY R T 74 ILEERL

$ 1s src/include
AppTask.h



M—F1>7 ~ EVRBIHETDEDD ~
- silabs, relateck, nrfconnectZSZ&ICEZE 7 7M1 ILORBZELV TS

FIZEAUS—ITIKELTWR EZAZFEITS
{5l CMakelList.txtDlistd 52 ub
Silalbs

List (APPEND ZEPHYR_EXTRA_MODULES ${CHIP_ROOT}/config/silabs)
find_package(Zephyr HINTS $ENV{ZEPHYR_BASE})

# -Wmaybe-uninitialized has too many false positives, ircluding on std::optional
# and chip::0ptional. Make it nonfatal.

zephyr boards (£BIDKR—T 4 > 7] silabs -> zephyr~Z &

list (APPEND ZEPHYR_EXTRA_MODULES ${CHIP_ROOT}/config/zephyr/chip-module)

H#1 4=+ CADDENM 7EDMNYVD EYTDA MANIN FS £ 5ruTD DNNT L fmnmdd a fvambars M
e e L L oL L B

S sl L ENDHD

find_package(Zephyr REQUIRED HINTS $ENV{ZEPHYR_BASE})

$ 1s
Kconfig README.md ota-image.cmake ota-image_sysbuild.cmake zephyr-util.cmake




M—F1>7 ~ EVRBIHETDEDD ~
- silabs, relateck, nrfconnectZSZ&ICEZE 7 7M1 ILORBZELV TS

FIZEAUS—ITIKELTWR EZAZFEITS
{5l CMakelList.txtDlistd 52 ub
Silalbs

List (APPEND ZEPHYR_EXTRA_MODULES ${CHIP_ROOT}/config/silabs)
find_package(Zephyr HINTS $ENV{ZEPHYR_BASE})

# -Wmaybe-uninitialized has too many false positives, ircluding on std::optional
# and chip::0ptional. Make it nonfatal.

zephyr boards (£BIDKR—T 4 > 7] silabs -> zephyr~Z &

list (APPEND ZEPHYR_EXTRA_MODULES ${CHIP_ROOT}/config/zephyr/chip-module)

H#1 4=+ CADDENM 7EDMNYVD EYTDA MANIN FS £ 5ruTD DNNT L fmnmdd a fvambars M
e e L L oL L B

S sl L ENDHD

find_package(Zephyr REQUIRED HINTS $ENV{ZEPHYR_BASE})

$ 1s
Kconfig README.md ota-image.cmake ota-image_sysbuild.cmake zephyr-util.cmake




LR

- source zephyrproject/zephyr/zephyr-env.sh

$ source zephyrproject_matter/zephyr/zephyr-env.sh|

» cd connectedhomeip (connectedhomeipZBALI=7T4 L2 k1))
source scripts/activate

$ cd matter_zephyr/connectedhomeip/

$ sgurce scrlptsfactluate sh
2@26 83-27 l’ ﬁl 28 176 Lcadlng extra packages for 'llnux

—A3— ‘A1 - . - -

cd exomples/hgh’rmg opp/zephyr boords
west build -b nucleo_hb563zi . -p

» cd examples/lighting-app/zephyr_boards/
$ west build -b nucleo_h563zi .
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DFEL WK EIDESITEILFATETIT S

[489/U97] Linking C static library zephyr/drivers/serial/libdrivers__seria
[497/U97] Linking CXX executable zephyr/zephyr.elf
lemory region Used Size Region Size %age Used
FLASH: 1050340 B 2 MB 50.08%
RAM: 250200 B 256 KB 95. Uu%

SRAM1: @ GB 256 KB 0.00%

SRAMZ : @ GB 6l KB 0.00%
SRAM3: © GB 320 KB .00%
IDT_LIST: @ GB 32 KB 0.00%
enerating files from /home/jhirata/matter_zephyr/connectedhomeip/examples
.elf for board: nucleo_h563zi

D, TARITHLSYIEFNWSFEFREATLE, (ROR—IAfEL)
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Link Tundefined symbolAVRILTT K 2D THLE(IZgrepM T T U RIL
DA, AVYY FZEHEEL. E5P2=0a /M ILRRIZESZNARS

B IZmbedTLSDHE DN Zh - 1=,

Xt e LTpriconflclhvAWWAEZHRLTL,

CONFIG_MBEDTLS=y ONFIG_MEEDTLS_PKCS5_C=y
CONFIG_MBEDTLS_BUILTIN=y
CONFIG_MBEDTLS_ECP_C=y
CONFIG_MBEDTLS_ECP_DP_SECP256R1_ENAELED=y
CONFIG_MBEDTLS_ECDH_C=vy ONFIG_MBEDTLS_MD_C=y
CONFIG_MBEDTLS_ECDSA_C=y HCONFIG_MBEDTLS_CIPHER_C=y
#CONFIG_MBEDTLS_SHA256_C=y
#CONFIG_MBEDTLS_AES_C=y

ONFIG_MEEDTLS_HMAC_DRBG_C=y
HCONFIG_MBEDTLS_SHA256_C=y

ONFIG_POLL=y
- - ONFIG_EVENTS=y
#CONFIG_MBEDTLS_CCM_C=y ONFIG_REBOOT=y
#CONFIG_MBEDTLS_CHACHA28_C=n

#CONFIG_MBEDTLS POLY1385 C=n ONFIG_MBEDTLS_CIPHER_AES_ENABLED=y
- - - ONFIG_MBEDTLS_CTR_DRBG_C=y
ONFIG_MBEDTLS_HKDF_C=y
ONFIG_MBEDTLS_CIPHER_CCM_ENABLED=y
ONFIG_MBEDTLS_ENTROPY_C=y




FLASHXEUNEEIAHFEIT

EILFDATETTSE. WEWER—FATAYTSLNEZTIADHET,
west flash a<v > FEEFTLET,

$ west flash|

EEXAANETTEEEEAALTOY S LANEFTESNES .. A
EMALBEICRBEE A, NSNS EREARETT,




BINRVRE UY—-ZARE A9 IHAX

AREY D eEqEbFHFEVFET,
&  Stack overflowWFEE L TRTLET, (RVU—2T 3y MIGEL)

pori.conflIC& ALY FORZ Y I H A X%HTFT HACONFIGEEZZET,

ONFIG_NET_MGMT_EVENT _SQle S awid3=L1096
HCONFIG_NET_MGMT_EVENT _SjEle Sywi==5192
ONFIG_NET_RX_SQIa Sy wd3=L096
HCONFIG_NET _RX_FILIe A wiS=5192

ONFIG_NET_TX_Spple Sy wi3=L096
HCONFIG_NET_TX_Spple ywi=—=5192

# CONFIG_NET_TCP_WORK_JLl«I@I¥d3=20U8 75 [\
ONFIG_SYSTEM_WORKQUEUE Syl ls Sy wad3=L096
HCONFIG_SYSTEM_WORKQUEUE _SjLe Sy wd==8192
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connetedhomeip TC++OM > THHEL HHHM D

ori.conflZERE L E Y,

CONFIG_J[FXy MEM_POOL_SIZE=65536
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FNRVRE VY —-AANE 2O

EVENTFDO#-tH EY FEA T L=,

# eventfd D &= A& (1 -> U)
CONFIG_ZVFS_[auaijiay, MAX=L

# Poll/Select TRIEICEHETSE
CONFIG_ZVFS _POLL _MAX=16




ENNRWVRE NVS

Non-Volatile Storage(NVS) £ E LV ET, (MatterDEEZHRFLET . )

CONFIG_SETTINGS= Zephyr®d ) —X
CONFIG_SETTINGS =Y zephyr/boards/st/nucleo_h563zi (Z ZIFZEE LA LY

coNFIG_B=vy

&flashe {

fEstitions {

compatible = "fixed-ffi3titions";
#address-cells = <1>;
#size-cells = <1>;

boards/nucleo_h&63zi.overlay boot_[EBeition: MBtitiongo |

label = "mcuboot";
reg = <x0e0ELEEEO DT_SIZE_K(6uU)>:

};

sloto_[Etytition: [Estition@10000 {
chosen { label = "image-0";

J* NNSD (R ELXE BB REICIETE */ . reg = <@x00010000 DT_SIZE_K(9608)>;
zephyr, settings-partition = &storage_partition; 5i
slotl_[{E¥ytition: fElstition@1eee0e {
label = "image-1";
reg = <0x@0100000 DT_SIZE_K(9608)>;
T -
3

storage_fENatition: [rgtition@1feeee {
label = "storage";
reg = <0x001f000O DT_SIZE_K(64)>;

};



EHRLVEE MDNS (MULTICAST DNS)

connectedhomeip/config/zephyr/chip-module/CMakelists.txt

if(CONFIG_CHIP_WIFI)
matter_add_gn_arg_string("chip_[ENE" "minimal")
elseif (CONFIG_CHIP_ETHERNET)

matter_add_gn_arg_string["chiﬂ" "minimal") - = % ﬁ&'?j] '— L/ 7"_. LY

matter_add_gn_arg_bool("chip_ _minimal™ ON)

elseif (CONFIG_NET_L2_OPENTHREAD) CONFG CHIP  ETHERN ETANLNB

matter_add_gn_arg_string("chip_[ElE" "platform")
else()

endiEe{a’;ter_add_gn_arg_string["c:hip_M" "none") : : 7b§ﬁ 3(';)] ‘: fd: S5 -t- L\T:

prji.confACONFIG_CHIP_ETHERNETZ# E %

CONFIG_CHIP_ETHERNET=y

CONFIG_CHIP_WIFI=n
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Google Homeh b T/8f A ((R— K)ZEBMLTHET,

&

Google Home AD T /N1 X
OPEYIN

QRIO—FRZRFv >
:SE:’: Matter ¥ i67 /N1 X £7z1& Google Nest 7/\ 1
A

TINA RERER
Q Google Nest, Chromecast. Google 7> X%
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BEHFZEE
chip-tool& LY S MattereE T/N\ v T 518DV —ILEFE TNy T Z i

T 192.168.10.3 - matter@matter-desktop: ~ VT — O o
JPAIUF) R|E(E) FE(S) IVRO-HO) 24YEIW) ALTH)

matterimatter-desktop: ™ §
el i felb df03%h 0 BR40
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CSR (Certificate Signing Request) & TE TULVA LY,
E-oTHDBDE, mbedllSDaAV T4 L— 3 UTE

ori.confAMBDTLS D FE & Z 5 E

a0 I emMBEDTLS

e I elMBEDTLS
e A elmMBEDTLS

CONFIG_[gisiannyms
Ll Ik elMBEDTLS
el I emMEEDTLS

X509_CS5R_WRITE_C=y
PK_WRITE_C=y
_PEM_WRITE_C=y
ECDSA_DETERMINISTIC=y
_X509_CRT_PARSE_C=vy
PH_WRITE_C=

B2 78 > TLV =,




1DIREID I Hhofz — CSRDAERK

EJIL KT THBN....
TZE(Za— FOPTEREFEERZERLTNSG, (AV/IMILTIS—I2H3B)

from /home/jhirata/zephyrproject_matter/modules/crypto/mbedtls/library/aes.c:1u:
/home/jhirata/zephyrproject_matter/modules/crypto/mbedtls/include/mbedtls/check_config.h:LU63:2: #error "MBEDTLS_P
K_WRITE_C defined, but not all prerequisites"
ue3 | # "MBEDTLS_PK_WRITE_C defined, but not all prerequisites”
|
/home/jhirata/zephyrproject_matter/modules/crypto/mbedtls/include/mbedtls/check_config.h:1831:2: #error "MBEDTLS_
X509_CREATE_C defined, but not all prerequisites"
1031 | # "MBEDTLS_X509_CREATE_C defined, but not all prerequisites"

#if defined(MBEDTLS_[JMIN(Ms) 55 \
(!defined (MBEDTLS_ASN1_WRITE_C) || \
!defined (MBEDTLS_OID_C) ]\
'defined (MBEDTLS_PK_C))
#error "MBEDTLS_[JIMILIRfMe defined, but not all prerequisites"
#endif




1DIREID I Hhofz — CSRDAERK

CONFIGTIIEZETERWL, aAVNAILA T3 (DATav)TEA LY
MZEET 5,

#if defined(MBEDTLS_[TAnile) && \
(!defined(MBEDTLS_ASN1_WRITE_C)
Idefined (MBEDTLS_0ID_C)

'defined (MBEDTLS_PK_C))
#terror "MBEDTLS_ MY MMe defined, but not all prerequisites"
#endif

xf 2R
prj.conf

#CONFIG_MBEDTLS_X509_CRT_PARSE_C=y
CONFIG_MBEDTLS_PK_WRITE_C=y

CONFIG_COMPILER_OPT=

_NTZDHITEER!
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MatterD {TkE % 1EER

The basic protocol can be achieved within 2 round trips as shown below:

‘ Initiator ‘ l Responder
Sigmal >
Encrypted )/ |
< Sigma2
Sigma3 -,.4
'€ SigmaFinished | -

SZNDHI=Y

Figure 15. Basic Session Establishment

5| : Matter Specfication 1.3
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