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Thank you to our host

1) mind

of wisdom



Thank you to the organizers
for making this possible!

Frederik Van Bogaert  Titouan Christophe

Senior Embedded Software Developer, Mind

Embedded Software Engineer, Mind



Agenda:

2:25 PM Introduction & Welcome Susan Remmert, LF
2:30 PM State of the Zephyr project Kate Stewart, LF
3:00 PM Turning the Microbit V2 into a BTLE microphone using Zephyr Colin Evrard and Javad Rahimi,

Mind Software Consultancy

3:50 PM Zephyr & LLMs: The Good, The Bad, and the Hallucinated Benjamin Cabe, Zephyr project

4:30 PM MIDI Weaver Titouan Cristophe, Mind
Software Consultancy

5:00 PM Zephyr release engineering Fabio Baltieri, Google

5:40 PM Open Discussions Community

18:00 Closing Note Susan Remmert, LF
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Features overview

e Lightweight kernel & supporting drivers

- Zephyr OS y
and services P |
3rd Party Libraries | |

e Portable, secure, power-efficient Application Services |

e Highly connected

Bluetooth 5.0 & BLE

Wi-Fi, Ethernet, CANbus, ...

loT protocols: CoAP, LwM2M, MQTT, OpenThread, ...
USB & USB-C

o O O O

e Complete developer environment
o Toolchain and HAL management o Emulation/Simulation
o Logging, tracing, debugging o Testing framework

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Zephyr in the wild... 8K+ Forks!

About

Primary Git Repository for the Zephyr
Project. Zephyr is a new generation,
scalable, optimized, secure RTOS for
multiple hardware architectures.

4 e Sy Vestas Wind Systems A/S

iot real-time microcontroller
bedded  bluetooth  bluetooth-le Vesitas.

mcu  rtos  zephyr  zephyros A 3 followers c9 http://www.vestas.com

embedded-c zephyr-rtos

0] Readme

88 Apache-2.0 license

@ Codeof conduct Popular repositories

Ay Contributing

&3 Security poli ;
ec_u‘” VPRI zephyr Public

v Activity Forked from zephyrproject-rtos/zephyr

(= Custom properties

¢ 13.6k stars Primary Git Repository for the Zephyr Project. Zephyr is a new

® generation, scalable, optimized, secure RTOS for multiple hardware

% 8.2k forks architectures.

Report repository ®Cc W2 %1

Releases 135

© Zephyr4.21 Source: https://github.com/vestas-wind-systems

last month

Source: httgs://github.com/zeghxrgro'ect-rtos/zeghyr
© 2025 The Zephyr Project — Content made available under - 0.


https://github.com/zephyrproject-rtos/zephyr
https://github.com/vestas-wind-systems

Operating First Controls Declared Total Contributors in  Total Commits in

System Commit Commits License Contributors last month Commits last month

Zephyr 2014/11 community Apache-2.0 2955 421 126,450 2,598
nuttX 2007/?  community BSD-variant — Apache-2.0 647 30 59,473 174
RT-Thread 2009/06 community GPL-2.0 — Apache-2.0 773 26 17,535 132
RIOT 2010/09 community LGPL-2.1 381 20 48,734 140
Tizen RT 2015/04 Samsung BSD-variant — Apache-2.0 214 10 11,902 33
Ariel-OS 2020/08 community Apache-2.0 OR MIT 26 8 3,557 202
myNewt 2015/06 community Apache-2.0 137 6 11,336 28
Sel 4 2014/07 community GPLv2 AND BSD-2-Clause 115 6 4,789 26
FreeRTOS 2004/07 Richard Barry GPL-2.0 w/ FreeRTOS — MIT 223 4 3,617 3
Contiki-NG  2017/10 community BSD-3-Clause 218 1 18,091 1
ThreadX 2020/05 MSFT — community MSL — MIT 25 0 254 0

Data extracted on 2025-11-05 from github

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.C
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Methodology: Sample from Github -

) Zephyr’

https://github.com/zephyrproject-rtos/zephyr
- Total commits: 126,450
- Total contributors: 2,955

.# zephyr Public ©Unwatch 414 ~ % Fork 82k  ~ Starred 136k

TR About

Primary Git Repository for the Zephyr

Q Gotofile

https://github.com/zephyrproject-rtos/zep ulse/monthly

7 nandojve and jhedberg docs: migration-guide-4.3: Add TF-M attesta.. @8 .  BObed ) 126,450 Commits Project. Zephyr is a new generation,
- Month |y contributors: 421 scalable, optimized, secure RTOS for
* M github github: workflows: Disable getting all toolchains yesterday multiple hardware architectures.
- M (0] nt h |y comm ItS . 2 ' 5 98 B LICENSES LICENSES: add Apache-2.0.txt 2monthsago @ docs.zephyrproject.org
arch Revert “riscv: pmp: Add helper to write PMP configuration... 19 hours ago it reak-time  microcontroler

X i . embedded  bluetooth  bluetooth-le
boards boards: mexw23: Fix the compliance check issues 4 hours ago
meu rtos  zephyr  zephyros

cmake cmake: toolchain: cross_compile: check newiib and picolibc last week embedded-c  zephyr-rtos.

October 5 2025 — November 5, 202! Period: 1 month ~ docs: migration-guide-4.3: Add TF-M attestation issue 4 hours ago [0 Readme
d " riod: ith
drivers memc: stm32_xspi_psram: avoid XSPIM_Config if runnin... 4 hours ago 2 Apache-2.0 license

® Code of conduct

Overview dts: nordic: nrf91xx: fix NS partition references 4 hours ago A Contributing
kernel: Z_HEAP_MIN_SIZE for runtime stats 4 hours ago &8 Security policy
° A Activity
Mg sched: plug assertion race in z_get_next_switch_.. 19 hours ago =
1806 Active pull requests 494 Active iss! O I S ustom properties
[ ] smf: simplify W&ghild_of() loop and rename local to 'state" 18 hours ago ¢ 13.6k stars
license: Remove non-copyMggable license 9 months ago © atawatching
1220 11 586 ) % 8.2k forks
. . soc: silabs: Fix SL_CODE_CLASSIFY c 19 hours ago
Merged pull requests Open pull requests Closed issues New issues - i Report repository
B samples samples: video: capture: fix index increment in capS ¥ 2 days ago
Releases 135
B scripts runners: stlink_gdbserver: expose --external-init as runne...
Zephyr 4.2.1
Summal i ©
ry Top Committers b M share style: fix 'if " usage in cmake files fast month
Excluding merges, 421 authors have pushed 2553 100 M snippets snippets: add semihost tracing snippet 2 weeks ago \gloasss
commits to main and 2598 commits to all branches. 2 - . .
E o soc intel_adsp: select log_backend_xtensa_sim for simulator 4 hours ago Contributors 2955
. " £
S
On main, 6252 files have changed and there have been 8} B submanifests modules/psa-arch-tests: Add GCC 14.3 support patch 3 weeks ago 9 5P 9 o ' e .
217,481 additions and 44,750 deletions o o T
B8 subsys pm: Fix warning with pm_policy_priv_device_find_device._... 19 hours ago . o ' 5 -2 t i
BAN=RE M E20® -
B tests tests: watchdog: retain memory for frdm_mcxw23 and m... 4 hours ago TG
[ .checkpatch.conf checkpatch: Adapt the braces check to Zephyr 11 months ago

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/pulse/monthly

Unique Contributors per Month

A |
@ zephyr @ Apache Nuttx @ RT-Thread () RIOT OS (@) TizenRT (@) Ariel 0S (@) Apache Mynewt @ RTEMS (@) Contiki-NG (@) FreeRTOS-Kernel (@) chibi-os (@) Eclipse ThreadX (@) FreeRTOS Zephyr®
() Amazon FreeRTOS (@) Arm Mbed OS
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Average Number of Commits per Month

r 4 .
1900
Zephyr
1700
1500
1300
1100
900
700
500
300
100 e
-100
2018 2019 2020 2021 2022 2023 2024 2025
——Zephyr 667 825 924 995 1206 1293 1543 1640
—— Apache Nuttx 169 174 343 297 347 373 423 241
——RT-Thread 60 53 43 70 84 93 97 71
——RIOT 0S 115 136 175 105 103 54 59 66
——Ariel OS 23 12 6 16 44 61
——TizenRT 93 71 64 74 27 30 60 53
—— Apache Mynewt 74 70 27 31 18 20 29 16
—— FreeRTOS 8 13 32 17 1 1 1 4
——Eclipse ThreadX 7 1 2 4 1 1
Arm Mbed OS 136 138 82 51 6 5 2 0
———Amazon FreeRTOS 4 47 53 20 2 0 0 0

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



GitHub Clones & Unique Visitors

Visitors

°\. o/.\.

o —@

0 -
04/23 04/24 04/25 04/26 04/27 04/28 04/29 04/30 05/01 05/02
242,963 Views 21,460 Unique visitors

2025-04-23 — 2025-05-06

~1183 unique clones per day
~1532 unique visitors per day

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.
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900+ supported boards... and growing

Sipeed HiFive1 nRF9160 DK STM32F746G Disco

BBC micro:bit v2 Blues Swan Arduino Nano 33 Intel UP Squared Dragino LSN50
BLE LoRA Sensor Node

Quicklogic Qomu Raspberry Pi Pico Renesas RX130 NXP i.MX8MP EVK Adafruit Feather u-blox EVK-NINA-B3

MO LoRa
(i docs.zephyrproject.org/latest/boards/

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://docs.zephyrproject.org/latest/boards/

Supported Boards

@ zeohyr @ RT-Thread @ Apache Nuttx () RIOT 05 @ RTEMS (@) FreeRTOS (@) chibi-os (@) Apache Mynewt
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Note: Only the operating systems for which number of supported boards could be easily computed automatically are included on this chart.

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



280+ Sensors Already Integrated " Zephyr



https://github.com/zephyrproject-rtos/zephyr/tree/main/drivers/sensor

V»A

) Zephyr’

Supported Hardware Architectures

ARC darm intel ~mies

Cortex-M, Cortex-R x86 & x86_64
& Cortex-A

s priscy SPARC  wiges

32 & 64 bit Xtensa



https://docs.zephyrproject.org/latest/hardware/index.html#hardware-support

All OSS Projec

Top 30 projects 7/1/2024 - 7/1/2025
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NixOS

80000

V“

) Zephyr’

Linux (kernel.org) 4822 authors

NixOS (nixos.org) 4332 authors

Kubernetes (kubernetes.io) 3539 authors

React (facebook.com) 3370 authors

Hugging Face (huggingface.co) 2912 authors
LLVM (llvm.org) 2727 authors

pytorch (pytorch.org) 2648 authors

Datadog (datadog.com) 2420 authors

dotnet (microsoft.com/net) 1973 authors
Grafana Labs (grafana.com) 1903 authors
Home Assistant (home-assistant.io) 1890 authors
OpenTelemetry (opentelemetry.io) 1884 authors
Rust (rust-lang.org) 1784 authors

DefiLlama (defillama.com) 1766 authors
LangChain (langchain.com) 1665 authors
Homebrew (brew.sh) 1607 authors

Arm in (github. in) 15...

AMD ROCm (rocm.docs.amd.com) 1342 authors
Zephyr (www.zephyrproject.org) 1300 authors

VS Code (code.visualstudio.com) 1299 authors
Caseflow (va.gov) 1175 authors

Zed (zed.dev) 1121 authors

VLLM (github.com/vlim-project) 1109 authors

Azure REST API (github.com/Azure/azure-rest-api-s...
OpensShift (openshift.com) 1083 authors

Ethereum (ethereum.org) 1063 authors

python (www.python.org) 1042 authors

Vercel (vercel.com) 1026 authors

N

Source: https://docs.google.com/spreadsheets/d/1KBIQIBOO-i3GuAld69IAWNS5PMA8GX]fi3yKxFLyqGFg/edit



https://docs.google.com/spreadsheets/d/1KBlQIBOO-i3GuAJd69lAWN5PMA8GxJfj3yKxFLyqGFg/edit

-

Small Sample of Products Running Zephyr Today <.

7\/@ M

Lildog & Lilcat
Pet Tracker

Al |

Google
Chromebook

Oticon More
Hearing Aid

Adhoc Smart Waste

Aethero Deimos

Satellite
(3
(i

BLiXT solid state
circuit breaker

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.

@ g <

Livestock Tracker Moto Watch 100 Samsung Galaxy Proglove
Ring
I
Framewo;\k laptop Keeb.io BDN9 Hati-ACE Blackhole™
PCle Al Accelerator
__\
\ 4
-
PHYTEC Distancer Laird Connectivity BeST pump Vestas Wind
sensors & gateways monitoring Turbines

zephyrproject.org/products-running-zephyr



https://www.zephyrproject.org/products-running-zephyr/

Vibrant Ecosystem

000

DAL

Development Tools

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.

‘V‘

Governing Board

)
/\l‘/

Training &
Consulting

-

Contributors

p Zephyr-
O

Technical Steering
Committee

Firmwares &
Libraries

Applications &
Middlewares



Starred 13.6k - N ‘

) Zephyr

Star History

®

ﬁ o riot—o0s/riot
® = freertos/freertos

% ARMmbed/mbed-o9

@ eclipse-threadx/threadx
® / apache/nuttx

8.0k L. » zephyrpro ject-rtoa/zephgg

10.0k

6.0k

GitHub Stars

4.0k

2.0k ~”

201 2006 2018 2020 2022 2024

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Ecosystem // Developer Tools " Zephyr

558 IDE
24 ) |
Development Tools ﬂ % eC“pse g <>>
Compilers Debuggers / Tracing Tools
L srersacfl  Dezem|  © Memfault
o

Loz percepic St

SSSSSSSSSSSSSSS see-
OpenOCD

Emulation / Simulation

R=NOD=" WOKWi @EMU



Fcosystem // Training & Consulting "< Zephyr

Training
A
9C6 4\ S Golioth @ " NoRDIC
DOULOS 1Nnovex
o . Savoir-faire THE
o0 DEFEEQID “ < L l!aljm)g&

Training & Consulting Services & Consulting

DEVICES ‘ @ antmicro AVIYSTOM ;‘J Baylibre
=] o ) ¥ 4
ezu L M  WNDRVR



Fcosystem // Firmwares & Libraries "~ Zephyr

Security TinyML
ﬁ ]C dTM
. B psacertifie y EDGE
WI)IISS[ N TensorFlczw Lite ¢mmm  IMPULSE
ol " | 2~ £ emlearn
7 — B Trusted(ligi}rmware .
Language runtimes Others

% C: 6 |-

Firmwares & Libraries
L ﬁ% mMicroPython g Memfault w ZQnoh




Fcosystem // Apps & Middlewares " Zephyr

Remote Management

AVSYSTOM ®blues () Bynk 3 Golioth

HERALD @ Memfault @ STERNUM  S¥3 menDeR

Graphical Interfaces

W VGCL & Microe) [ Group < slint

Robotics

~ _.

Applications & Middlewares =L R O S k.‘.- ‘
COGNIPILOT

-



https://heraldprox.io/

Zephyr 4.3 (Nov. 2025) - What's new? "“fephyr®

¥+ CPU load monitoring & dynamic frequency scaling
%, Instrumentation subsystem
¥ OCPP 1.6 support (for EV Charging)

M Twister display harness for automated testing of
displays/GUIs

. Developer Experience improvements - Several new tools to
help with debugging/troubleshooting (DT doctor, traceconfig)

and more, see Release notes 4.3.



https://docs.zephyrproject.org/latest/develop/sca/dtdoctor.html#dtdoctor
https://docs.zephyrproject.org/latest/build/kconfig/tracing.html
https://docs.zephyrproject.org/latest/releases/release-notes-4.3.html

) Zephyr’

Security support in Zephyr




Long Term Support " Zephyr

Product Focused
Current with latest Security Updates

Compatible with new hardware
o Functional support for new hardware is regularly backported

Tested: Shorten the development window and extend the
Beta cycle to allow for more testing and bug fixing

Supported for 2+ years = 5 years (as of 2025/3/8)

I\ Doesn’t include cutting-edge functionality



https://github.com/zephyrproject-rtos/zephyr/releases/tag/zephyr-v2.7.0

LTS Support Windows " Zephyr

I Supported Releases

Release Release date EOL
Zephyr 4.1.0& 2025-03-07 2025-11-14
Zephyr 4.0.0& 2024-11-15 2025-07-18

Zephyr 3.7.0 (LTS3) &’ 2024-07-26 2029-07-27

I Previous LTS

Release EOL
Zephyr 2.7.6 (LTS2) & 2025-01-26

Zephyr 1.14.1 (LTS1) & 2022-01-01

Source: https://docs.zephyrproject.org/latest/releases/index.html#supported-releases

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://docs.zephyrproject.org/latest/releases/index.html#supported-releases

Long Term Support (LTS 1 & LTS 2)

LTS 1

Apr 19 — Nov 21

LTS 2

Oct 21 — Jan 25

Delivered bug fixes and latest securi

s === e =
ks =~

e =

T ey

Tzl | Zephyr 1140

[PPSR —

[tscutosminety i Zephyr 1.14.1

Zephyr LTS 1.14.2 (Mainternance R¢ o=

A S

‘Security Vulnerability Related

[ ———

L U

Zephyrv1.143
Sacurity Vulnerabily Rolated

P Issues Fixed
e s Blustooth lssues Fixed
T LRI ———————— - e s s s

sues Fixed

n

Reesses | 209270

Zephyrv2.7.0

Rolsses 1v272

(@ oithb-scionseessea s 0t 7, 2021 ©

e pesed o smounce e rwesset 2 Zephr 2,71

Majorenhancements since V260 nclude:

Release  ephyr4271

comsans -

Changes since v27.:

 Bistoth Ao, Drection Fndin,sn el erss sdc st Clear R0
@ —— (@i acions s s Ao 2, 2022
* Suppor - A\anﬂrt l-mmm\ @:
 Added suppotor ametang aminar toold o stz setect i 72
70: hnims am: 5tn321562e_dk and nucl e

+ Update to CMSIS V6 80 (Core v6.50, P

+ SupportforM-Profle Vector Extensions (M
+ Improved thread safty for Newib and G+
+ IEEE 802154 Software Address Fitering

+ New Acton-based Power Management APl
- USB Device Framework now includes all Cha

Senrc ysten Convoller (yzcen dmeri

Mesaire sordi (4:

Anas Washit (37):
i 84 coe covroe ction

o Compnele |

.+ arivers: clock controls stai

Andrze) Guavek (1)

Zephyr 2.7.2

(@ ithub-sctionsrelssed s hpr 2,202 ©

Alexander Wirajlovic (2):
drivers: ade: st

e serits sz i Lin o

e ittt 2

o: Renove unneeded declarat

Rolsses 1274

Zephyrv2.7.4

Relsses 1v273

Zephyr2.7.3

2ed function {  Compwe

w30

compus

thu-actons rieased s Dec 23,2022

We are pleased o amaunce the reease of 2

This s an LTS maintenance release with fxed

Aleksandr Khromykh (1)
Bloet

Alexander achter (
Resove redundant TCP opt

Alexe Reapel

clang actions

b nanes and description
renane sction and make it obvious
" inprovenents.

] tomhn wire vrsin

oot mttce (1)

Aodriy Gelaan (1):

Christopher Friest (10

ot Mesh: add check for rx butfer ouf
1
arivers: con: a_con: ix aliguned ssves
emvogs el fx sheld tats u pine
ibecc: AdM support for BAL SKUL3, SKUL4, KIS

1
et route: Fix pkt Leak 11 net_send_datal) fatls.

Relesses 11275

Zephyrv2.7.5

Releses 1¥278.

Zephyrv2.7.6

@os

tions relessed s Mar 1, 2026 © 1276 @ 0 6ed0a3s

Wo are pleased to announce the release of Zephyr V276:
hips:github conjzephyrprojec.rio/zephyrieeasestaglv2.76.

Tis i an LTS maintenance release withfxes.

+ 5308

0

+ 53981 - srits: ies fo gen_syscalls and gen_app_partions
i correct eary it time cals 10 k_current_get() when TLS s enabled
 async sample

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.
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o We are pleased to announce th release o Zephyr version 275, 432145 - se K thread_foreach_unlacked() with shellcalbacks
56608
25417 Theisent #2517 - luetoott:fix deadiock with tx of ac!data and hei commands
L? i natie) doestspportend | L 47689
+ 44070 - west sp Typerror: Nnarypd 1°%% T £43718 - buetoat: bt_conn:ensur t buffers can b alocated within tmeout
ol #8707
SCONPG 00, STROUP MAY STRNO] £ o o ke cpnton e it
. 45055 - Posste nll ot dere e . b <
. « check_compller.f
+ 53315 - nt: ep:fixpossile underfiow ntcp._flags0).
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»

ty updates for 2+ years!
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Adopted Known Best Security Practices  >zephyr

File Edit View History Bookmarks Tools Help

BadgeApp x . B

& @@ httpsy//bestpractices coreinfrastructure.org/en E1 0% @ || Q Search wE 9 8 A d v O =

@ Cll Best Practices Projects &+ Sign Up ) Login

Cll Best Practices
Badge Program

Get Your Badge Now!

The Linux Foundation (LF) Core Infrastructure Initiative (Cll) Best Practices badge is a way for Free/Libre and Tl

m

Open Source Software (FLOSS) projects to show that they follow best practices. Projects can voluntarily

¢ 9 = o . 3 Some badge earners:
self-certify, at no cost, by using this web application to explain how they follow each best practice. The ClI
Best Practices Badge is inspired by the many badges available to projects on GitHub. Consumers of the A % kubernetes

badge can quickly assess which FLOSS projects are following best practices and as a result are more likely to

produce higher-quality secure software. n "] d c B lere Offlce

HYPERLEDGER

More information on the CII Best Practices Badging program, including background and criteria, is available r,‘// v 9

on GitHub. Project statistics and criteria statistics are available. The projects page shows participating projects CUr1° B

and supports queries (e.g., you can see projects that have a passing badge). You can also see an example ” P l\. oSIc @n u

(where we try to get our own badge). . =/ Project  openstack

Privacy and legal issues: Please see our privacy policy, about cookies, and terms of use. The code for the ’ e emr &yncope m -
— —

https://bestpractices.coreinfrastructure.org

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://bestpractices.coreinfrastructure.org

CVE Numbering Authority

e Registered with MITRE
in 2017

o Zephyr triages and issue our
own CVEs

e Zephyr Project Security
Incident Response Team
(PSIRT)

o Volunteers from the Security
Committee

o Led by the Zephyr Security
Architect.

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.

About  Partner Information

Zephyr Project

Links that redirect to external websites 2 will open a n

Program Organization Downloads Resources & Support

ew window or tab depending on the web browser use

Steps to Report a Vulnerability or Request a CVE ID

d.

Step 1: Read disclosure policy

View Policy

Step 2: Contact
Email

Scope Zephyr project components, and vulnerabilities that are not in another CNA's

scope.

Program Role CNA

Top-Level Root MITRE Corporation

Security
Advisories

View Advisories

Organization
Type

Vendor
Open Source

Country* USA

* Self-identified by CNA



https://www.cve.org/PartnerInformation/ListofPartners/partner/zephyr

Vulnerability Infrastructure — Github 2021"“fephyr@

Why Transition?
Private repos became available. Better integration with rest of code.
No additional ids to manage. Improved analysis capabilities

Total of CVEs published : 68 (since we started using github)

14 Il Number of CVEs

12 A

10 A

8

o
03-18-2021 08-15-2021 01-12-2022 06-11-2022 11-08-2022 04-07-2023 09-04-2023

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Support for Product Makers " zephyr

e For an embargo to work,
product makers need to be
notified early so they can
remediate.

e C(reated Vulnerability Registry
for vendors to register to
receive these alerts for free

e Goal: Zephyr to fix issues
within 30 days to give vendors
60 days before publication of
vulnerability

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.

Product Creators Vulnerability Alert Registry

If you believe your organization meets the criteria to be eligible to receive vulnerability alerts please fill out the form below.

Criteria for Participation

* Have a contact who will respond to emails within a week and understands how Zephyr is being used in the product.
* Have a publicly listed product based on some release of Zephyr.

* Have an actively monitored security email alias.

* Accept the Zephyr Embargo Policy that is outlined below.

Removal: If a member stops adhering to these criteria after joining the list then the member will be unsubscribed.

More information on Zephyr's Security and Disclosure practices can be found at Security.

Source: https://www.zephyrproject.org/vulnerability-registry/



https://www.zephyrproject.org/vulnerability-registry/
https://www.zephyrproject.org/vulnerability-registry/

SBOM generation added in 2021

SUPPLY
CHAIN

TOWN HALL

Context: Zephyr

AUGUST 18, 2021

sdk

zephyr _ kernelh | __zephych _stringh | | stdioh

A 4 at

‘A
. device.c ‘ myapp.c

errno.c ‘ |
L

e

\ / \
device.c.obj x errno.c.obj )< init.c.obj >
libkernel.a e libzephyr.a

link

e * W o

~ B o

zephyr.elf g

Learn more at: https://www.youtube.com/watch?v=KYC3YpSu9zs

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.
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https://www.youtube.com/watch?v=KYC3YpSu9zs

Automated SBOM Generation During Build.“fephyr@

1. Create a build directory with CMake file API enabled
2. Build project with “build metadata” enabled
3. Compute SBOM(s)

west spdx --init -d BUILD_DIR
west build -d BUILD_DIR -- -DCONFIG_BUILD_OUTPUT_META=y

west spdx -d BUILD_DIR

—

zephyr. spdx SBOM for the Zephyr source files actually used by your application
app . spdx SBOM for the source files of your application

build. spdx SBOM for all the build objects, inc. of course your final image

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



SBOM's at Scale...Automatically

875 boards
13 apps

All BUILT,
PASSED,
GENERATED
have 3 SBOMSs
available to
download &
inspect

_R=NOD="

ZEPHYR DASHBOARD

ARCHITECTURE

ARC
ARM32
ARMG64
MIPS
NIOS2
RISCV32
RISCV64
SPARC
X86
X86-64

XTENSA
BUILD DETAILS

@ SHOW SIMULATION
.M B361C9589F

RT BE4DCO048BD

DO YOU WANT YOUR BOARD
SUPPORTED IN RENODE?

CONTACT US FOR RENODE
SUPPORT SERVICES

Search...

BOARD NAME

ARC (20) A

ARM32 (656) Vv

96Boards Aerocore2
st stm32f427vi

96Boards Argonkey
st stm32412Xg

96Boards Avenger96

st stm32mp157

96Boards Carbon [soc: nrf51822]
nordic nrf51822_gfac

96Boards Carbon [soc: stm32f401xe]

nordic nrf51822_gfac

96Boards Meerkat96 [soc: mcimx7d] [variant: m4]

nXp nxp_imx7d_m4

96Boards Neonkey
st stm32f411Xe

96Boards Nitrogen
nordic nrf52832_qgfaa

96Boards STM32 Sensor Mezzanine

st stm32f446Xe

539 PASSED

HELLO WORLD

PASSED

PASSED

GENERATED

PASSED

PASSED

PASSED

PASSED

PASSED

PASSED

503 PASSED

PHILOSOPHERS

PASSED

PASSED

GENERATED

PASSED

PASSED

PASSED

PASSED

PASSED

PASSED

V»A

) Zephyr’

432 PASSED 517 PASSED 428 PASSED
SHELL MODULE JENSORFLOWLITE MICROPYTHON
MICRO
PASSED PASSED PASSED
PASSED PASSED PASSED
GENERATED GENERATED NOT BUILT

PASSED PASSED

PASS Download SBOM 5SED PASSED
NOT BUILT NOT BUILT NOT BUILT

PASSED PASSED PASSED

PASSED PASSED PASSED

PASSED PASSED PASSED

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.

Source: https://zephyr-dashboard.renode.io/
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blinky-build. spdx

Das h b Oad rd S = O Y B Taa Zephyr

SPDXID: SPDXRef-DOCUMENT
DocumentName: build

EPDXVersion: SPDX-2.3 DocumentNamespace: http://spdx.org/spdxdocs/zephyr-ab992a5d-47b4-44ee-8357-1b68719b389b/build
Datalicense: CC@-1.0 Creator: Tool: Zephyr SPDX builder

SPOXID: SPDIRef-DOCUMENT ]_1nk¥ Psp Created: 2024-06-07T01:12:517

jocumentName: app-sources

DocumentNamespace: http://spdx.org/spdxdocs/zephyr-ab992a5d-47b4-44ee- 1b6871! b389b/ap

Creator: Tool: Zephyr SPDX builder N ExternalDocumentRef: DocumentRef-app http://spdx.org/spdxdocs/zephyr—

Created: 2024-06-07T01:12:512 ab992a5d-47b4-44ee-8357-1b68719b389b/app SHAL: 594de9d45188¢55bdb059a2b0045987bb87e79be
Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-app-sources ExternalDocumentRef: DocumentRef-zephyr http://spdx.org/spdxdocs/zephyr—

ab992a5d-47b4-44ee-8357-1b68719b389b/zephyr SHAl: 4ae97af97a0e9fbc@50f72ea7lad3bf2f9caffa7
##### Package: app-sources

PackageName: app-sources Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-zephyr—final

SPDXID: SPDXRef-app-sources

PackageDownloadLocation: NOASSERTION eee

PackagelLicenseConcluded: Apache-2.0

PackagelLicenseDeclared: NOASSERTION FlleName ./zephyr/arch/arch/arm/core/cortex_m/libarch__arm__core__cortex m.a

ch-—arm——-core——cortex—m.a

PackageCopyrightText: NQASSERTION AL
B 7abd765821c8e8df8ceblac8bae330f371bl

PrimaryPackagePurpose: SOURC
PackageLicenseInfoFromFiles: Apache-2.0

FilesAnalyzed: true FileChecksum: SHA256: Sefe0a524dd3a48e7cf6d63796624161ffa6011914ab2b2b2f3ec4d9245ea2a
PackageVerificationCode: a5993032fe245294fb73f4ed2f53be3356666216 LicenseConcluded: NOASSERTION

LicenseInfoInFile: NONE
FileName: ./src/main.c FileCopyrightText: NOASSERTION

SPDXID: SPDXRef-File-main.c
FileChecksum: SHA1l: d71a9d7b80f5eac4b749b84c57297614ef8e3899

_ 2 : Relationship: SPDXRef-File- arch——arm——core——cortex—-m.a GENERATED_FROM
E;E:ﬁzzgﬁﬁ'{';jdzzt\zigécﬁg.sle%gl‘)ﬁ%lsi&sif&.l},l.ﬂb}.Qeéﬁ@ﬂ?16.5.282§.9A9,6§l§£?.¢1§.¢29f!§f.ZﬁSs!silll.iZ Relationship: SPDXRef-File-libarch—-arm——core——cortex-m.a GENERATED_FROM D
LicenseInfoInFile: Apache-2.0 Relationship: SPDXRef-File- arch——arm——core——cortex—m.a GENERATED_FROM
FileCopyrightText: NOASSERTION Relationship: SPDXRef-File- arch——arm——core——cortex-m.a GENERATED_FROM DocumentRef-zephyr.:SPDXRef-File-fpu,
Relationship: SPDXRef-Fil h——arm——core——cortex-m.a GENERATED_FROM DocumentRef-zephyr: SPDXRef-File-reset.S
Relationship: SPDXRef-F h——arm——core——cortex—m.a GENERATED_FROM
Relationship: SPDXRef-F h——arm——core——cortex—-m.a GENERATED_FROM D
[EPDXVersTonT SPOX-2.3 ¥ Relationship: SP| ef-F h——arm-—-core——cortex—-m.a GENERATED_FROM y
Dataliionces eaie blin ky -ze ph yr.s pdx Relationship: SPDXRef~F h--arm-—core—cortex-m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-swap.c
SPDXID: SPDXRef-DOCUMENT ° Relationship: SPI ef-F h——arm——core——cortex—m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-swap—helper.S
DocumentName: zephyr-sources Relationship: SPDXRef-F h——arm-—core——cortex—-m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-irg-manage.c
DocumentNamespace: http://spdx.org/spdxdocs/zephyr-ab992a5d-47b4-44ee-8357-1b68719b389b/zephyr Relationship: SPDXRef-F h——arm——core——cortex—m.a GENERATED_FROM DocumentRef-zephyr:SPDXRef-File-prep-c.c
Creator: Tool: Zephyr SPDX builder Relationship: SPDXRef-| h——-arm-—core——cortex-m.a GENERATED_FROM DocumentRef-zephyr.:SPDXRef-File-thread,c
Created: 2024-06-87101:12:512 Relationship: SPDXRef-| h—-arm-—core——cortex-m.a GENERATED_FROM quumgnthf ep. SPDXRef-File-cpu-idle.c
Relationship: SPDXRef-DOCUMENT DESCRIBES SPDXRef-zephyr-sources Relationship: SPDXRef-F h--arm--core-—cortex-m.a GENERATED_FROM Docume P. SPDXRef-Filezirga-init.c
##### Package: zephyr-sources eee
PackageName: zephyr-sources
SPDXID: SPDXRef-zephyr-sources FileName: ./zephyr/zephyr.elf

PackageDownloadLocation: NOASSERTION
PackagelLicenseConcluded: Apache-:
PackagelLicenseDeclared: NOA! I

SPDXID: SPDXRef-File-zephyr.elf
FileChecksum: SHA1l: 2e80741d3c373bd7626bc49625783ea8fdlbcach

I';:E‘;:ggfggg;;g';;ﬁ:;ﬁum';gﬁs' ey FileChecksum: SHA256: 7a838128652e8583519167be429d41559701533fbd0de9b6bab9176a289fdc5e
FilesAnalyzed: true ’ LicenseConcluded: NQAS.SEBILON
PackageVerificationCode: f10daddec@3dd29bb556c72963b733ae9840643 LicenseInfoInFile: NONE

FileCopyrightText: NOASSERTION

FileName: ./zephyr/arch/arm/core/cortex_m/__aeabi_read tp,S

f-File———; i- : . : " x
D e ey 2e5bcAc0bOfE7602bd3 Relationship: SPDXRef-File-zephyr.elf GENERATED_FROM DocumentRef-zenhyr;SPDXRef=File-empty=file.c
FileChecksum: SHA256: 1ba5712dhc2a5d48a57fde5070b2cdcOf6b2bbB6a740ae2f55811aaf 1bea0aal Relationship: SPDXRef-File-zephyr.elf GENERATED_FROM SPDXR isr-tables.c
LicenseConcluded: Apache-2.0 Relationship: SPDXRef-File-zephyr.elf STATIC_LINK SPDXRef ibapp.a
LicenseInfoInFile: Apache-2.0 Relationship: SPDXRef-File-zephyr.elf STATIC_LINK SPDXRe: ibzephyr.a

FileCopyrightText: NOASSERTION

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0



Security Working Group added March 2022“‘fephyr@

Security Committee Security Working Group
e Restricted to one representative e Open to any participant
from each platinum member, an e Meeting: Every 2 weeks
architect (Flavio Ceolin), and a e Topics:
chair (David Brown) o Security Standards
e Meeting: Every 2 weeks m ETSIEN 303-645
e Topics: m FIPS140-3
o Vulnerabilities m SP 800-128
o PSIRT processes m Annex K(C11 standard)
o Financial/contracts o Evolving Security Processes
o Other sensitive information o Code Analysis Tools

o Documentation

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Work on ETSI EN 303-645 in 2023

ch docs (powered by G

Project and Governance
Security
Zephyr Security Overview
Security Vulnerability Reporting
Secure Coding
Sensor Device Threat Model
Hardening Tool

Vulnerabilities

Security standards and Zephyr

ETSI 303-645

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0

Docs / Latest » Security » Security standards and Zephyr » ETSI 303-645
© Open on GitHub ¥¥ Report an issue with this page

This is the documentation for:
documentation of previous re|

ETSI 303-645

ETSI EN 303 645, also known a
standard developed by the Eur¢

The standard includes provisior
minimization of exposed attack

challenges and risks associatec

Full version of the standard can

Provision 5.6-3

Provision 5.6-4

Provision 5.6-5

Provision 5.6-6

Provision 5.6-7

Provision 5.6-8

Provision 5.6-9

Provision 5.7-1

Device hardware should not
unnecessarily expose
physical interfaces to attack.

Where a debug interface is
physically accessible, it shall
be disabled in software.

The manufacturer should only
enable software services that
are used or required for the
intended use or operation of
the device.

Code should be minimized to
the functionality necessary
for the service/device to
operate.

Software should run with
least necessary privileges,
taking account of both
security and functionality.

The device should include a
hardware-level access control
mechanism for memory.

The manufacturer should
follow secure development
processes for software
deployed on the device.

The consumer loT device
should verify its software
using secure boot
mechanisms.

Kconfig and Hardening Tool

Hardening Tool

Kconfig and Hardening Tool

Kconfig

Security Overview

Memory protection

Security Overview and Coding
guidelines

Functionality provided by MCUboot
<https://github.com/zephyrproject-
rtos/mcuboot>. Also see Security
Overview

Source: https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html#provisions-assessment



https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html#provisions-assessment

2024 Security Audit with NCC Group ‘»“‘z:phyr@

Why External Audit?
y Results from NCCGroup

e Identifying Vulnerabilities
e Independent Assessment e Target Zephyr 3.6 /3.7
* BestPractices o 02/2024 ~ 03/2024
e Community Trust
e Reputation e Three issues found
o Two low severity caused by
Scope Definition integer overflow and TOCTOU

e Security Objectives
e Components
o Narrow to something doable
and that benefits most users
e Depth of Analysis
e Threat Model

o One informational caused by
integer overflow

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0



Lessons Learned from the Audit

Defining the scope is hard
e Resource Constraints
e Depth and Breadth
e Future-Proofing
e Stakeholder Agreement

Threat model is useful
e Guiding the Audit Process
e Validating Security Controls
e Facilitating Communication

Comprehensive testing importance
e The audit make it clear the
importance of comprehensive
testing

). he Zephyr Project — Content made available under CC BY-SA 4.(
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Outcomes:

® Enhanced Security

o The identification and subsequent
remediation of even low-severity issues
contribute to a more secure system

® [ncreased Confidence

O Third-party auditor validated the

security and quality of the code base
increasing confidence among
developers, stakeholders, and users

® Recommendations aligned with Zephyr plans

O Guided Fuzzing of Libraries and
Subsystems



© 2025

More Details Available...

.

. Zephyr: Project

Developer Summit

Insights from Zephyr Security Audit

and Vulnerability Experiences

Flavio Ceolin, Intel & David Brown, Linaro, LTD

Irh‘»ww-n ‘=) ed0:00 4B Mmit

Details at:
https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHNRUuy2U|paZiTMIFPWtWx&index=22

The Zephyr Project — Content made available under CC BY-SA 4.(
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https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22
https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22

.

2025 OS Steward Readiness for CRA "< Zephyr

Article Summary Zephyr Status

Article 24.1 | Security policy & vulnerability Y Documented in Project (policy & vulnerability
reporting process / link reporting process).

Article 24.2 | Cooperate with MSAs to reduce risk Y Working already with CVE Authorities as CNA.

Article 14.1 | CSIRT Contact established {~) Identify CSIRT coordinator for EU

Article 14.3 | Notify CSIRT & ENISA of "severe" (<) Determine if processes used with NVD will work
vulnerabilities or if adjustments required.

Article 14.8 | Notify end-consumers of "severe" & Provide information to manufacturers &
vulnerabilities integrators signed up on Zephyr Vulnerability

Alert Reqistry

Article 52.3 | Stewards found non-compliant must | & Doing this today with CVE authorities
take corrective actions to respect
obligations

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_24
https://docs.zephyrproject.org/latest/security/security-overview.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_24
https://www.cve.org/PartnerInformation/ListofPartners/partner/zephyr
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_14
https://zephyrproject.org/vulnerability-registry/
https://zephyrproject.org/vulnerability-registry/
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202402847#art_52

Zephyr Security Summary

Q
Weekly Coverity scans

MISRA scans

Automated Code checks
per pull request

Documented secure
coding practices

Vulnerability response

criteria publicly
documented

SBOM generation
per
ISO/IEC 5962:2021



https://docs.zephyrproject.org/latest/security/reporting.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://docs.zephyrproject.org/latest/security/reporting.html
https://www.iso.org/standard/81870.html

) Zephyr’

Zephyr approach to safety




So what does Zephyr mean by Safety? ““fephyr®

Safety - the freedom from unacceptable risk of physical injury
or of damage to the health of people, either directly, or indirectly
as a result of damage to property or to the environment

Zephyr will focus on "Functional Safety"

® the part of safety that depends on a system or equipment operating correctly
in response to its inputs

® Detecting potentially dangerous conditions, resulting either in the activation of
a protective or corrective device or mechanisms to prevent hazardous events

or in providing mitigation measures to reduce the consequences of the
hazardous event.

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



"depends on a system" ?

Systematic capability is the general assumption, that
e if development, test and deployment of a system follow a

specific set of tasks and
there is evidence for adherence to these tasks

(and under the assumption that the system architecture
supports safety)

= Software is capable of performing as intended

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Compliant Development: V-model ““fephyr@

It is difficult to map a stereotypical open-source development

t t h e V d e | Zephyr RTOS functional safety work products mapping to IEC 61508-3 V model
Validation Validated

o Specification of features

o Comprehensive documentation

o Traceability from requirements to source code

o Number of committers and information known
about them

= Provide the evidences that open source developers
can map to compliance and meet all requirements

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Zephyr Initial Certification Focus "< Zephyr

e Start with a limited scope of kernel oo el i || >R
and interfaces i e

e Initial targetis IEC61508SIL3/5C3 |||[—— — o= | l==
(IEC 61508-3, 7.4.2.12, Route 3s) e = o

e uros —— (et WS

e Option for 26262 certification has — —
been included in contract with ‘
certification authority should there
be sufficient member interest s

Starting scope

Scope can be extended to include additional components with associated
requirements and traceability as determined by the safety committee

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.



Safety Element out of Context - SEooC

System with Safe
Usage Considerations

N|N|[N|(N
R|IR|[R|R|R RIR[R|[R|R
Element .

Zephyr’
N|N|[N|N]|N
RIR|[R|[R|R RIR|[R|R|R

Element Element

© 2025 The Zephyr Project — Conte

nt made available under CC BY-SA 4.0.

Development and verification
independent of a specific
context or application

Provides integration and
operation information for safe
system integration

Comes with sufficient
evidence, that it can be
integrated to a safety relevant
system.



Status Today

Coding Guidelines established based on
MISRA rules and applied

Static Analysis tooling to check for
adherence to Guidelines selected for
future contributions

Reference Requirements and
Traceability started in the code base.
End to end example by FOSDEM.

Automatic human readable
documentation of requirements from
StrictDoc rules is available

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0

3 & Zephyr Project Requirements / [ Zephyr Software

B system Initial lization
M File system

R Interry pts

M Logging

R Memory protection
R Memory Obj

[ Data Passin g

mr Zephyr’

Requirements / Documer

1.2. Thread Context Switching

ZEP-SRS-19-2

STATUS
Draft

TYPE

Functional

rrrrrrrrr

Hardware Architecture Interface
PARENTS

+ ZEP-SYRS-1 Architecture Layer Interface
TTTTTTTTTTTT

The Zephyr RTOS shall provide a mechanism for context switching
between threads.

USER_STORY

As a Zephyr RTOS user I want to execute code concurrently in one or more
threads and when interrupted at a code location in a thread, to continue
at the very same location.




Status Today

Coding Guidelines established based on
MISRA rules and applied

Static Analysis tooling to check for
adherence to Guidelines selected for
future contributions

Reference Requirements and
Traceability started in the code base

Automatic human readable
documentation of requirements from
StrictDoc rules is available

Formal concept approval and Phase
1is complete ... on to Phase 2

Inspection Report
on the

Concept
of

Safety and F i Safety (FSM)

Zephyr

Manufacturer

274
$San Francisco, California
94104-5401 US

Report No.: LS104178G
Version 1.0 of 2024-12-10

Inspection Body
TOV SUD Rail GmbH
Barthstratie 16

nnnnnnnnnn

nnnnn

mr Zephyr-



Critical Path to Phase 2

Complete System and Software
Requirements for Defined Scope

Traceability between
Requirements, Code & Tests

SN

Analysis of Test Coverage
and gap mitigation

Complete Software
Architecture
Specification

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.

Software Safety
Assessment




Member & Community Participation ““fephyr@

Safety Committee Role Safety Working Group Role

Safety Certification strategy decisions - Creating/deriving and documenting the
- Scope of certification requirements for project code

. Certification standards - Estak?llshlng traceability between
e requirements, code and relevant tests
- Certification timeline

A t and audit ific task - Extending testing coverage as needed
- >5E55men a.n. a‘% 't Specitictasks - Setting up requirements management
- Owner of certification artefacts

tooling
- Participation limited to the project’s - Working on the creation of the required
platinum members, the safety architect, documentation and evidence
the safety chair, functional safety - Open to everyone to participate

manager and project staff

© 2025 The Zephyr Project — Content made available under CC BY-SA 4.0.


https://lists.zephyrproject.org/g/safety-wg

Getting started - Important links " Zephyr

Check out the official Getting Started Guide

Dig into the hundreds of code samples

Check the catalog of 100s of available Devicetree bindings

o No driver for your HW? Chances are a similar driver already exists
and writing one is not as hard or daunting as you would think!

Reach out to the community on Discord


https://docs.zephyrproject.org/latest/develop/getting_started/index.html

Zephyr Participation Information

zephyrproject.or
€h, zenhyrprojector

O github.com/zephyrproject-rtos

_— ,
!1 lists.zephyrproject.org

a chat.zephyrproject.org



https://www.zephyrproject.org
https://github.com/zephyrproject-rtos
https://lists.zephyrproject.org/
https://chat.zephyrproject.org

o

Zephyr Project: Platinum Members ‘fephyr®

e , fj,a antmicro
CARIAD  Google  Intel
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