A Deep Dive into the Zephyr
Bluetooth LE Controller

And how it all works underneath



Overview

 Bluetooth stack

e Bluetooth LE Controller
e Whatis ULL/LLL

* Path Loss Monitoring Example

* Host to Controller
 Controller to Host, Execution contexts

* Power Control Example (LLCP)



Application

Y Fast introduction to the

arr | o || Buetco s Bluetooth LE stack

——l * Application
o Ties together specific business logic
HCI * Bluetooth Host
o Bridge between app/controller
Link Layer * Host Command Interface (HCI)
(LL) o Commands
Bluetooth Controller * Bluetooth Controller
Physical Layer o Link Layer and Physical Layer
(PHY)  Bluetooth Classic
o Not pictured here

Radio




Zephyr Bluetooth Controller Features

Basic LE (Advertising,
Scanning, Initiating,
Connecting,
Connection Events)

Sleep Clock Accuracy
Handling

LE Secure
Connections

LE PHY Update
Procedure

Connection
Parameter Request
Procedure

LL Channel Map
Update Procedure

LE Link Layer PDU
Length updates

LE Advertising Sets

Isochronous Adaption
Layer (ISOAL)

LL Encryption Pause
and Resume

LE 2M PHY

LE Secure
Connections

Extended Reject
Indication

LE Connection Role
Switching

LE Coded PHY (S=2,
S=8)

LE Isochronous
Channels (CIS/BIS)

Feature exchange

Support for multiple
simultaneous
connections

LE Extended
Advertising

Encrypted Advertising
Data

Periodic Advertising
Sync Transfer

L2CAP Signaling over
LE links

LE Privacy

LE Channel Selection

LE Periodic Advertising Algorithm #2

LE Channel
Classification by
Peripheral

Advertising Coding
Selection




Upper Link Layer / Lower Link Layer

[ ] [ ]
— Wh at IS It ; (kernel side) Execution contexts (bare-metal side)
* M ﬁ
controller split

" ) ) : Y "
|
* Split betyveen high-level ApD Host ULL : LLL WY
scheduling . “
thread(s) thread(s) (taskled : isr timers /radio
* (Generally) ULL handles |
threading, LLL handles D —s | 5
ha rd real'time low prio medium prio ‘ high prio | Lv high prio irg
9

* (Generally) ULL is [ Kernel W Interrupt manager j

hardware agnostic while
L L L a ll OWS h a n d l.l n g Source: https://docs.zephyrproject.org/latest/connectivity/bluetooth/bluetooth-ctlr-arch.html
proprietary, radio-

hardware specifics




ULL / LLL — Why?

Shared logic in
the ULL for
different radios.

Allows for open-
source
contributions in
the ULL

Controller/radio
specific and
proprietary areas

In the LLL




pdu.h

pdu_df.h

ull.c

ull_adv.c
ull_adv_aux.c
ull_adv_internal.h
ull_adv_iso.c
ull_adv_sync.c
ull_adv_types.h
ull_central.c
ull_central_internal.h
ull_central_iso.c
ull_central_iso_internal.h
ull_chan.c
ull_chan_internal.h
ull_conn.c
ull_conn_internal.h
ull_conn_iso.c
ull_conn_iso_internal.h
ull_conn_iso_types.h
ull_conn_types.h
ull_df.c
ull_df_internal.h
ull_df_types.h
ull_filter.c
ull_filter.h
ull_internal.h
ull_iso.c
ull_iso_internal.h
ull_iso_types.h
ull_llcp.c
ull_llep.h
ull_llcp_cc.c
ull_1lecp_chmu.c
ull_llcp_common.c
ull_l1lcp_conn_upd.
ull_llcp_enc.c
ull_11cp_features.h
ull_llep_internal.h
ull_llcp_local.c
ull_llecp_past.c
ull_1lcp_pdu.c
ull_llcp_phy.c
ull_llcp_remote.c
ull_peripheral.c
ull_peripheral_internal.h
ull_peripheral_iso.c
ull_peripheral_iso_internal
ull_scan.c
ull_scan_aux.c
ull_scan_internal.h
ull_scan_types.h
ull_sched.c
ull_sched_internal.h

Key files,
functions

isoal.c

isoal.h
11_addr.c
11_feat.c
11_feat_internal.h
11_settings.c
11_test.h
11_tx_pwr.c
111.h

111_adv.h
111_adv_aux.h
111_adv_iso.h
111_adv_sync.h
111_central.h
111_central_iso.h
111_chan.c
111_chan.h
111_clock.h
111_common.c
111_conn.h

111 _conn_iso.h
111 _df.h
111_filter.h
111_iso_tx.h

111 _peripheral.h
111 _peripheral_iso.h
111_scan.h
111_scan_aux.h
111_sched.h
111_sync.h
111_sync_iso.h
pdu.h

pdu_df.h

ull.c

o L% ull ™ UL>

o Link Layer, Upper Link
Layer, Lower Link Layer

* ULL contains both the
implementation and the
interface (*.h and *.c)

 LLLisinterface only (*.h),

o The implementation is vendor-
specific, using HAL and radio.
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@ nordic & nrf5
W hal m nrfx_glue
@ hci @ radio

C hci_vendor.c C radio.c

° # hci_vendor.h radio.h
Ke fl leS @ Ll radio_df.c
, ¢ 11l.c radio_df.h
functions

Radio implementation exists today

111 _adv.c
111_adv_aux.c

111_adv_internal.h

111l_adv_iso.c

111l_adv_iso_internal.h

111l _adv_pdu.h
111l_adv_sync.c
11l1l_adv_types.h
11l1l_central.c

radio_internal.
radio_nrf5.h
radio_nrf51.h
radio_nrf52805.
radio_nrf52810.
radio_nrf52811.
radio_nrf52820.
radio_nrf52832.
radio_nrf52833.

T T TTTTT

Nordic has contributed a radio
stack and an LLL implementation

11l1l_central_iso.c
11ll_clock.c
111l_conn.c
111l_conn_iso.c
111l_conn_meta.h
111l_df.c
11l1l_df_internal.h
11l1l_df_types.h
111l_internal.h
111l_meta.h
11l1l_peripheral.c
11l1_peripheral_iso.c

radio_nrf52840.
radio_nrf5340.h
radio_nrfS541lx.h
radio_nrf5_dppi.h
radio_nrf5_dppi_gpiote.h
radio_nrf5S_dppi_resources.h
radio_nrf5_fem.h
radio_nrf5_fem_generic.h
radio_nrf5_fem_nrf21540.h
radio_nrf5_ppi.h
radio_nrfS_ppi_gpiote.h
radio_nrf5_ppi_resources.h

Their splitis to share the radio with
several chips, but you can design
the LLL however you want.

111_prof.c radio_nrf5_resources.h
11l1l_prof_internal.h radio_nrf5_txp.h
1ll_scan.c radio_sim_nrf52.h

111_scan_aux.c
111l_scan_internal.h

radio_sim_nrf5340.h
radio_sim_nrf541l.h
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11l1l_sync.c c cntr.c
111l_sync_internal.h # cntr.h
111l_sync_iso.c # cpu.h
11l1l_test.c # debug.h
1Ll _tim_internal.h € ech.c
111l_vendor.h ¢ mayfly.c
# pdu_vendor.h # swi.h
W ull € ticker.c
€ vll_iso_vendor.c # ticker.h



Example — Path Loss Monitoring

@ —— |

RSSI

RSSI

7.8.119 LE Set Path Loss Reporting Parameters command

Command

OCF

Command Parameters

Return Parameters

HCI_LE_Set_Path_-
Loss_Reporting_-
Parameters

0x0078

Connection_Handle,
High_Threshold,
High_Hysteresis,
Low_Threshold,
Low_Hysteresis,
Min_Time_Spent

Status,
Connection_Handle

Source: Bluetoot! h Core Specificationv5.4

Maximum

Path
Loss

A

High
Zone

i Upwards boundary
L

A

Hysteresis

Downwards boundary |

Middle
Zone

i Upwards boundary

Hysteresis

v

Downwards boundary

Low
Zone

v




Calculating Path Loss Factor

Path Loss TX Power Description
° Terms Factor

* PL=Path Loss Factor 10 dBm -30dBm As good of a
« TXPower =Transmission power signal as
on the peer device possible;
* RSSI = Received Signal unrealistic
Strength Indication (measured
on the local device) 70 10 dBm -60 dBm Great signal
« PL=TXPower-RSSI :
* Assume +10 dBm if power controlis 80 10.dBm -/0dBm Okay signal
not supported. 90 10 dBm -90 dBm Not good

signal



Maximum

Calculating Path Loss Factor

Zone

A
]
i Upwards boundary
il

Hysteresis

e r
Downwards boundary I
v
Path Middle
10 dBm -30 dBm As good of a Loss .o
S|gnal as : Upwards boundary
possible; |
unrealistic | Hysteresis
70 10 dBm 60 dBm Great signal Downvards boundary |
80 10 dBm -70 dBm Okay signal Low

Zone

90 10 dBm -90 dBm Not good signal

Source: Bluetooth Core Specificationv5.4



Example — Path Loss

* Host sets the path loss parameters and
enables it

* Using the transmit power from the peer,
perform path loss factor calculations.

 Oncethresholdis reached, report the path
loss zone back to the host.

LE Set Path Loss

Step 1: Host A establishes Connection with Host B

-

Reporting Params

Command Complete

%

LE Set Path Loss Reporting Enable

Command Complete

ol LE Path Loss Threshold

LL POWER CONTROL REQ _

(Delta=0)

_ LL_POWER_CONTROL_RSP

>

Bl

PathLoss < PL_Lo-Hys >

%

(Entered low zone)

PathLoss > PL_Lo+Hys
PathLoss < PL_Hi+Hys

LE Path Loss Threshold

(Entered middle zone)

LE Path Loss Threshold

< PathLoss > PL_Hi+Hys >

(Entered high zone)

B moves away

B moves away

Source: Bluetooth Core Specificationv5.4




#if defined(CONFIG_BT_CTLR_LE_PATH_LOSS_MONITORING
struct p ] 0 s pl_
v Lo i,

Exam ple — Path Loss

struct p

#endif

struct path_1l

(Host) (Controller)
Host HCI Driver HCI Driver ULL
bt_conn_le_set_path_loss_mon_param(conn, &params) : 1
- . X ;
build/allocate ' ‘
< HCI packet : 1 __packed;
bt_hci_api->send(dev, buf) ; Deconstruct :
> HCI packet ‘
(OGF = LE, f
4— OCF = Path Loss Params) ;
ll_conn_set_path_loss_parameters(conn, &params) :
> get the connection (conn)
P memset(conn->1ll.pl_params, params)
E BT_HCI_ERR_SUCCESS

dev->data->recv(dev, buf) e T e T e N

T TEEE R RIS AR LT v
P BT_HCI_ERR_SUCCESS :



Execution contexts

° Th e re a re SeVG ra l i nte rru pt (kernel side) Execution contexts (bare-metal side)
CO nteXtS Amcontroller SWA

) ) N oY O )

 Hard, real-time radio |
interrupts AP Host ULL | LLL HW
° SOft, real'ltem |nterru ptS thread(s) thread(s) (taisslileb ” isr timers/radio
* Thread-based scheduling |
i Runnlng ConneCtIOn eve nt low prio medium prio high prio : high prio irq

A IOIKN A

(LLL_conn_done()) [ o H nterrunt manager ]

e Performed in LLL

.
¢ P u S h RSS I C a lC u lat I O n u p to Source: https://docs.zephyrproject.org/latest/connectivity/bluetooth/bluetooth-ctlr-arch.html

* |f Path Loss Threshold update
needed, push to HCI driver




Example — Path Loss

LLL ISR ULL Thread

lll_conn_done()
[Connection Event] -

®
‘ | |Co|lect RSSI measurements
lll_conn_done() !
Connection Event !
® [ ] >
| | |Co|lect RSSI measurements
lll_conn_done()
° [Connection Event] '

If (pl_params.min_time_elapsed) — 1 Perform full RSSI averaging
Compare pl_params
» 44— New zone?

NODE_RX TYPE_PATH_LOSS

mayfly _enqueue(LLL, ULL)

(HCI_LE_Path_Loss_Threshold event) >




Example — Path Loss

zone_entered = get_path_loss(1lll_conn—pl_current_zone, TX_POWER - -11ll_conn—rssi_latest, &Lll_conn—pl_params);
zone_entered == 1ll_conn—=pl_current_zone

1ll_conn—pl_current_zone = zone_entered;
path_loss_event_t event =
.curr_path_loss = TX_POWER - -1ll_conn—rssi_latest,
.zone_entered = 1ll_conn—pl_current_zone

[

struct node_rx_pdu *rx_node = ull_pdu_rx_alloc();
LL_ASSERT(rx_node) ;

rx_node—hdr.type = NODE_RX_TYPE_PATH_LOSS;
memcpy (rx_node—pdu, &event, sizeof(path_loss_event_t));

ull_rx_put(rx_node—hdr.link, rx_node);
ull_rx_sched();




Example — Power
Control

e Performs local and remote
procedures

* Three kick-off points
* Requests from Host
e Controller-initiated requests
* Responses to peer

* Driven by the LLCP state machine

Step 1: Host A establishes Connection with Host B

LE Set Path Loss

[
»

Reporting Params

Command Complete

-

%

LE Set Path Loss Reporting Enable

Command Complete

-

PathlLoss <

LL POWER_CONTROL_REQ "N
(Delta=0) g

LL_POWER_CONTROL RSP

PL_Lo-Hys

LE Path Loss Threshold

(Entered low zone)

B moves away

PathLoss >
PathLoss <

PL_Lo+Hys
PL_Hi+Hys

LE Path Loss Threshold

(Entered middle zone)

B moves away

< PathLoss >

PL_Hi+Hys >

LE Path Loss Threshold

%

(Entered high zone)

Source: Bluetootl h Core Specificationv5.4




Example — Power
Control

e Host-initiated
LL_ POWER_CONTROL_REQ

e Starts the local request state
machine

 Forwards to the LLCP Power
Control state machine

e Sends/receives PDUs over the
air
* Cleans up once

LL POWER CONTROL RSP is
received

ull_licp_local.c

> State: LR_STATE_IDLE

Proc: PROC_NONE

Host-initiated
Power Control RE

ull_cp_power_control(conn, 0, 0, 0) <«

State: LR_STATE_IDLE
Proc: PROC_POWER_CONTROL
I
ull_cp_run(}
LR_EVT_RUN

State: LR_STATE_ACTIVE
Proc: PROC_POWER_CONTROL

llcp_Ip_pc_run()

ull_llcp_pc.c

State: LP_PC_STATE_IDLE

LP_PC_EVT_RUN I pc tx(—> Encode Power Control PDU
P_pe_ Send over BT

State: LP_PC_STATE_WAIT_RX

State: LP_PC_STATE_WAIT_RX  €———llcp_rp_rx()- Decode Power Control PDU

Receive over BT

licp_Ir_complete()

State: LP_PC_IDLE




Are there other LLCP state machines?
Definitely!

e Lots of different LLCP state
machines

ull_1llecp.c
ull_llecp.h
ull_llcp_cc.c
ull_1llcp_chmu.c
ull_llcp_common.c
ull_1llcp_conn_upd.c
ull_llcp_enc.c
ull_llcp_features.h

e Twister tests used to
facilitate the design

ull_1lcp_internal.h
ull_llcp_local.c
ull_llcp_past.c
ull_1llcp_pdu.c
ull_llep_phy.c
ull_1llcp_remote.c

* Only one “remote request”
and one “local request” by
design

C
H
C
C
C
C
C
H
H
C
C
C
C
C




Getting involved

* Lots of examples for the nRF5Xx, just enable
CONFIG_BT_LL _SW_SPLIT=y

* Support for all projects under samples/bluetooth/*

 Unittests under tests/bluetooth/controller/ctrl_*

* Mostly for LLCP
* gdb, step debugging, control flows

e Babblesim tests under tests/bsim/bluetooth/ll/*



Try it yourself!

* samples/bluetooth/peripheral/prj.conf

# Increased stack due to settings API usage west build -b nrfS2dk/nrf52832 .
A —_
CONFIG_SYSTEM_WORKQUEUE_STACK_SIZE=2048 Loading Zephyr default modules (Zephyr base).
- Appucatlom /scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral
CONEIG BT= CMake version: 3.25.1
- =Y Found Python3: /scratch/tyhu/zephyrproject/venv/bin/python3 (found suitable version "3.12.11", minimum required is "3.108") found components: Interpreter
CUNFIG_LUG=Y Cache files will be wrixen to: ;homeﬁtyhu/.cache,’ziphyr‘ )
Zephyr version: 4.2.99 scratch/tyhu/zephyrproject/zephyr
CUNFIG—BT—SMPZY Found west (found suitable version "1.5.0", minimum required is "0.14.0")
CONFIG_BT_SIGNING=y ggmié?giﬁiﬁqﬁ;ﬁ;?S:nMSNSZ 1 Zephyr SDK
_ _ L not set, trying to locate Zephyr
CUNFIG—BT—PERIPHERAL_V Found host-tools: zephyr 0.17.2 (/home/tyhu/zephyr-sdk-0.17.2)
CONFIG BT DIS:Y Found toolchain: zephyr 0.17.2 (/home/tyhu/zephyr-sdk-0.17.2)
-7 Found Dtc: /home/tyhu/zephyr-sdk-0.17.2/sysroots/x86_é4-pokysdk-1linux/usr/bin/dtc (found suitable version "1.7.0", minimum required is "1.4.6")
CONFIG_BT_ATT_PREPARE_COUNT=5 Found BOARD.dts: /scratch/tyhu/zephyrproject/zephyr/boards/nordic/nrf52dk/nrf52dk_nrf52832.dts
CONFIG BT BAS:Y Generated zephyr.dts: /scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build/zephyr/zephyr.dts
- - Generated pickled edt: /scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build/zephyr/edt.pickle
CUNFIG_BT_HRS:Y Generated devicetree_generated.h: /scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build/zephyr/include/generated/zephyr/devicetree_generated.h
— Parsmg /scratch/tyhu/zephyrproject/zephyr/Kconfig
CONFIG_BT_IAS Y Loaded configuration '/scratch/tyhu/zephyrproject/zephyr/boards/nordic/nrf52dk/nrf52dk_nrf52832_defconfig’
CUNFIG_BT_CTS:Y Merged configuration '/scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/prj.conf’
= Configuration saved to '/scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build/zephyr/.config’
CONFIG_BT_CTS_HELPER_API Y Kconfig header saved to '/scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build/zephyr/include/generated/zephyr/avtoconf.h'
CUNFIG_BT_PRIV!\CY:V -- Found Gnuld: /home/tyhu/zephyr-sdk-0.17.2/arm-zephyr-eabi/arm-zephyr-eabi/bin/ld.bfd (found version "2.38")
- The C compiler identification is GNU 12.2.8
CUNFIG—BT—DEUICE—NAME_ The CXX compiler identification is GNU 12.2.0
CONFIG_BT_DEVICE_APPEARANCE=833 The ASH compiler identification is GNU
_ Found assembler: /home/tyhu/zephyr-sdk-8.17.2/arm-zephyr-eabi/bin/arm-zephyr-eabi-gcc
CONFIG_BT_DEVICE_NAME_DYNAMIC=y Tisitny ceneles s iny/eesle
CONFIG_BT_DEVICE_NAME _MAX=65 Found gen_kobject_list: /scratch/tyhu/zephyrproject/zephyr/scripts/build/gen_kobject_Llist.py
Configuring done
Generating done
CUNFIG_BT_KEYS_UVERWRITE_ULDEST:Y Build files have been written to: /scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build

CUNFIG_BT_SETTINGSz\{ [1/374] Preparing syscall dependency handling

CUNFIG_FLASH:Y [3/374] G ti include/ ted/ hyr/ i h
enerating include/generate zephyr/version.
CUNFIG_FLASH_MAP:Y — Zephyr version: 4.2.99 (/scratch/tyhu/zephyrproject/zephyr), build: v4.2.0-5354-gc8d91030F8a4
CUNFIG_NUS:Y [374/374] Fimkinq C executam._e zephyrj/zept_wr‘.elf
Memory region Used Size Region Size %age Used

CONFIG_SETTINGS=y FLASH: 198144 B 512 KB 37.79%
CONFIG BT HCI= RAM: 30341 B 64 KB 46.30%
= = Y IDT_LIST: 0 GB 32 KB 0.00%
CDNFIG_BT_LL_SW_SPLIT=Y Generating files from /scratch/tyhu/zephyrproject/zephyr/samples/bluetooth/peripheral/build/zephyr/zephyr.elf for board: nrf52dk
(Cvenv) )




Features missing

* LE Connection Subrating

* LE Periodic Advertising with Responses
* LE Frame Space Update

* Channel Sounding

* Bluetooth v6.0/v6.1 features




Thank you
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